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PREFACE

1. Scope

This publication sets forth the principles to plan for and conduct operations for combating weapons
of mass destruction (WMD) and their means of delivery. This publication addresses joint military
actions to eliminate the threat of WMD and their means of delivery to the United States, its forces, and
our allies. It provides guidance on joint and multinational operations and interagency coordination.
This publication complements joint doctrine promulgated in Joint Publication 3-11, Joint Doctrine for
Operations in Nuclear, Biological, and Chemical (NBC) Environments.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs
of Staff. It sets forth doctrine to govern the joint activities and performance of the Armed Forces
of the United States in joint operations and provides the doctrinal basis for interagency coordination
and US military involvement in multinational operations. It provides military guidance for the
exercise of authority by combatant commanders and other joint force commanders (JFCs) and
prescribes doctrine for joint operations and training. It provides military guidance for use by the
Armed Forces in preparing their appropriate plans. It is not the intent of this publication to
restrict the authority of the JFC from organizing the force and executing the mission in a manner
the JFC deems most appropriate to ensure unity of effort in the accomplishment of the overall
mission.

3. Application

a. Doctrine and guidance established in this publication apply to the commanders of
combatant commands, subunified commands, joint task forces, and subordinate components of
these commands. These principles and guidance also may apply when significant forces of one
Service are attached to forces of another Service or when significant forces of one Service
support forces of another Service.

b. The guidance in this publication is authoritative; as such, this doctrine will be followed except
when, in the judgment of the commander, exceptional circumstances dictate otherwise. If conflicts arise
between the contents of this publication and the contents of Service publications, this publication will
take precedence for the activities of joint forces unless the Chairman of the Joint Chiefs of Staff, normally
in coordination with the other members of the Joint Chiefs of Staff, has provided more current and
specific guidance. Commanders of forces operating as part of a multinational (alliance or coalition)
military command should follow multinational doctrine and procedures ratified by the United States.
For doctrine and procedures not ratified by the United States, commanders should evaluate and follow
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the multinational command’s doctrine and procedures, where applicable and consistent with US law,
regulations, and doctrine.

For the Chairman of the Joint Chiefs of Staff:
X

T.J.KEATING
Vice Admiral, USN
Director, Joint Staff
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

* Discusses the Operational Environment for Combating Weapons of Mass
Destruction

* Covers the Framework Tasks and Planning Considerations for
Nonproliferation

* Discusses the Framework Tasks and Planning Considerations for
Counterproliferation

e Covers the Framework Tasks and Planning Considerations for Weapons of
Mass Destruction Consequence Management

* Provides Guidance on Training and Exercises for Combating Weapons of
Mass Destruction

The Challenge

Combating weapons of The proliferation of weapons of mass destruction (WMD) is a global
mass destruction (WMD)  problem that routinely crosses combatant commands’ geographical
and their means of boundaries. The challenge of combating WMD necessitates an
delivery is one of the integrated and dynamic approach that leverages activities of
greatest challenges the three pillars: nonproliferation (NP), counterproliferation (CP),
United States faces. and weapons of mass destruction consequence management

(WMD CM). The increasing availability of highly destructive
technology combined with a variety of weapons and means of delivery
from both non-state and state actors greatly exacerbates the problem.
WMD in the possession of non-state actors could potentially kill large
number of people without warning. The nexus between non-state
actors and WMD constitutes one of Department of Defense's
top priorities. Further, states with active WMD programs possess a
wide range of employment capabilities. The challenge, here, lies in
assessing the intent and capabilities of the state's leadership. The success
of combating WMD depends on how effectively combatant
commanders apply all three pillars against WMD challenges. NP
policy uses the full range of diplomatic, economic, informational, and
military instruments of national power to prevent the development and
proliferation of WMD. CP applies to those actions taken to prevent
proliferation, stop or roll back current WMD programs, defeat delivery
systems, and protect US interests from the threat of or use of WMD.
WMD CM procedures may be used in the context of military
operations to restore necessary capabilities. The United States confronts
the threat of WMD through the mutually reinforcing and interdependent
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actions across all three pillars: NP, CP, and WMD CM. The US
response must integrate all of the capabilities of the NP, CP,and WMD
CM framework and demonstrate that US military forces and civilian
governments are fully capable, organized, trained, and equipped to
deny, destroy, or respond to, and mitigate the effects of, WMD
proliferation and use.

Adversary Proliferation Continuum

The development and
employment of WMD
capabilities is a complex,
but identifiable process
involving generic
activities, which together
constitute an adversary’s
proliferation process.

The sustainment and repetition of the proliferation continuum represents
stages adversaries may execute to develop and/or acquire WMD.
Adversaries may at any point along the proliferation continuum choose
to bypass one of the development steps by acquiring the capability
and therefore accelerate the WMD development process. Proactive
actions can be taken at every stage of the proliferation continuum
process to successfully counter the proliferation of WMD. The
generic activities include: decision; infrastructure and expertise
development; production; weaponization; deployment; and
employment. A proliferant group or nation requires the will, equipment,
technical knowledge, people, money, and time to successfully develop
and sustain this process. This continuum may be encountered in a
non-linear fashion, i.e., an adversary may buy a weapon system ready
for immediate employment and thus bypass stages such as production
and weaponization.

Integrated Response to Weapons of Mass Destruction

The “National Strategy to
Combat Weapons of Mass
Destruction” created a
paradigm shift in the
strategy against WMD.

Nonproliferation (NP)
efforts consist of the use of
the full range of
diplomatic, economic,
informational, and
military instruments of
national power to prevent
or limit the acquisition or

Prior strategies focused on passive defense and WMD CM activities;
while the “National Strategy to Combat Weapons of Mass Destruction”
emphasizes offensive activities. This proactive strategy to combat
WMD requires joint force commanders (JFCs) to focus on an
integrated approach that emphasizes all three pillars in varying degrees
throughout an adversary’s proliferation continuum. All three pillars
must be leveraged in order to employ an effective strategy to
combat WMD.

Nonproliferation Pillar

Nonproliferation is those actions (e.g., diplomacy, arms control,
multilateral agreements, threat reduction assistance, and export
controls) taken to prevent the proliferation of WMD that seek to
dissuade or impede access to, or distribution of, sensitive
technologies, material, and expertise. NP efforts must dissuade
or impede the proliferation of WMD, as well as slow and make
more costly the access to sensitive technologies, material, and
expertise. Activities shall include providing inspection, monitoring,

Vi
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development of WMD
capabilities.

Detect and monitor
acquisition and
development of WMD.

Conduct NP operations.

Conduct security
cooperation.

The full range of military
activities will be used to
support
counterproliferation (CP)
efforts in order to deter,
identify, deny, and counter
adversary development,
acquisition, possession,
proliferation, and use of

WMD.

verification, and enforcement support for NP treaties and WMD control
regimes; supporting cooperative threat reduction and export control
activities; participating in research activities domestically; conducting
military-to-military exchanges; assisting in the identification of potential
proliferants before they decide to acquire or expand their WMD
capabilities; and, if so directed by the President, planning and conducting
denial operations.

The NP pillar consists of three tasks:

Detect and Monitor Acquisition and Development.
Locate, characterize, and track efforts to develop or
otherwise acquire WMD in order to identify and exploit
proliferation actors’ vulnerabilities to deterrence and
interdiction, and to support treaty obligations.

Conduct NP Operations. Use all aspects of military
engagement within and across all areas of responsibility
(AORs) to deter the proliferation of WMD. Specifically,
operations and activities should improve US joint and
multinational mission accomplishment capabilities and
present a unified front to deter the development or
acquisition of WMD.

Security Cooperation. Apply all aspects of military
engagement within each AOR to dissuade the proliferation
of WMD. Maintain and enhance continuous bilateral
and multilateral efforts to improve diplomatic and military
relations.

Counterproliferation Pillar

Counterproliferation is those actions (e.g., detect and monitor, prepare
to conduct CP operations, offensive operations, WMD active defense,
and passive defense) taken to defeat the threat and/or use of WMD
against the United States, our military forces, friends and allies. The full
range of operational capabilities will be required to counter the threat
and use of WMD. The objective of CP operations is to deter,
interdict, defend, and eliminate the WMD threat across the
full range of possible WMD acquisition, development, and
employment scenarios. These capabilities must be fully integrated
into existing and emerging military transformation plans and the
homeland security posture. In addition, CP must be fully integrated
into the basic doctrine, training, and equipping of all forces with the
objective of ensuring sustained operations to decisively defeat WMD

Vil



Executive Summary

Detect and monitor.

Prepare to conduct CP
operations.

Conduct offensive
operations.

WMD Active Defense.

WMD passive defense.

Weapons of mass
destruction consequence
management activities
must mitigate the long-
term effects of a WMD
attack and enable a rapid
recovery.

armed adversaries. CP operations are intended to reduce the WMD
threat and require a balanced and integrated concept of operations to
defeat hostile WMD threats.

The CP pillar consists of five tasks:

Detect and Monitor. Locate, characterize, and track
indicators and incidents of actual proliferation,
employment and/or use of WMD.

Prepare to Conduct CP Operations. Plan for use of
passive and active measures to defend US forces, friends,
allies, and interests against the use and effects of WMD.
Escalate deterrence activities through show-of-force
options and flexible deterrent options.

Conduct Offensive Operations. Conduct measures to
eliminate the WMD threat, deter the use, and, when
necessary, respond to the use of WMD, while being
prepared to defend against the use and effects of WMD.

WMD Active Defense. Employ offensive actions to prevent
the conventional and unconventional delivery of WMD.
Measures include: detect, divert, and destroy adversary WMD
and delivery means while en route to their targets. This may
include offensive and defensive counterair operations against
aircraft and missiles, and security operations to defend against
unconventionally delivered WMD.

WMD Passive Defense. Measures taken to reduce the
vulnerability and minimize the effects of WMD employed
against key host nation installations, any US installation
and facility, ports of embarkation and debarkation.

WMD CM Pillar

WMD CM is those actions taken to respond to the consequences
and effects of WMD use against our homeland, forces and US interests
abroad, and to assist friends and allies to restore essential services.
WMD CM operations facilitate a return to stability by
minimizing or mitigating the effects of WMD contaminants in
order to provide timely assistance to affected public,
government, and US military installations. Operations are
intended to assist affected public, government, and US military

viii
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Assess.

Coordinate Operations.

Conduct Logistics.

Health Service Support.

Decontaminate.

Training, exercises, and
formal education are vital
to ensure that military
forces can conduct
operations to combat
WMD.

installations to reduce a population’s vulnerability to the effects of WMD
contaminants by supporting preventive or precautionary measures (€.g.,
pre-positioning vaccines, first responder equipment, training, personal
decontamination supplies; and identifying healthcare facilities),
developing and rehearsing response plans/protocols (exercising
command and control, identifying and training response personnel,
determining legal and physical constraints, determining requirements
for attribution and legal prosecution, practicing decontamination
procedures, developing reach-back capabilities for technical experts)
and restoring necessary life-sustaining services (e.g., medical care,
electrical power, and communications and transportation infrastructure).

The WMD CM pillar consists of five tasks:

Assess. Collectand analyze information prior, during, and
after WMD CM missions on a continuous basis to enable the
confirmation, correction, or refutation of existing analyses. In
addition, assessment activities provide the ability to predict
future requirements in order to make the necessary planning
and operational adjustments.

Coordinate Operations. Coordinate the full range of
activities across the spectrum of the WMD CM mission.

Logistics. The science of planning and carrying out the
movement and sustainment of forces for WMD CM activities.

Health Service Support. This component of WMD CM
provides the application of remedies with the objective of
effecting a cure or therapy.

Decontaminate. Remove contamination from personnel,
equipment, and facilities.

Training and Exercises

Training to combat WMD is necessary to ensure that all personnel
understand the threat, principles, agent characteristics, and
required tasks. For the most part, training events and exercises to
combat WMD will not require unique or stand-alone training
events. Most of the skills and equipment supporting tasks to combat
WMD can be integrated into existing training events. Combatant
commanders should use all aspects of security cooperation activities
including security assistance; multinational training, exercises, education,

X
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experimentation; defense and military contacts; foreign humanitarian
assistance; and threat reduction measures in their AORs.

Joint, multinational, and Service component training exercises serve
asa visible reminder of the US military’s capability, and can serve as a
continual deterrent to WMD acquisition and use.

CONCLUSION

This publication sets forth the principles to plan for and conduct
operations for combating WMD and their means of delivery. The
strategy is based on three pillars: nonproliferation,
counterproliferation, and consequence management. This
publication addresses joint military actions to eliminate the threat of
WMD and their means of delivery to the United States, its forces and
our allies. It provides guidance on jointand multinational operations
and interagency coordination.

JP 3-40



CHAPTER I
OPERATIONAL ENVIRONMENT

“The gravest danger our nation faces lies at the crossroads of radicalism and
technology. Our enemies have openly declared that they are seeking weapons of
mass destruction, and evidence indicates they are doing so with determination.
The United States will not allow these efforts to succeed...History will judge harshly
those who saw this coming danger but failed to act. In the new world we have
entered, the only path to peace and security is the path of action.”

President George W. Bush
The National Security Strategy of the United States of America,
September 17, 2002

1. The Challenge

a. Combating weapons of mass destruction (WMD) and their means of delivery is one of
the greatest challenges the United States faces. The proliferation of WMD is a global problem
that routinely crosses combatant commands’ geographical boundaries. The increasing availability
of highly destructive technology combined with a variety of weapons and means of delivery
from both state and non-state actors greatly exacerbates the problem. An adversary’s threat or
use of WMD and the proliferation of these agents will continue to challenge commanders at all
levels. WMD have the potential to severely disrupt and damage the United States, its forces,
allies, coalition partners, and civilian populations of host nations (HNs). Our adversaries may
use WMD to inflict casualties on civilian populations, degrade military effectiveness, or counter
the conventional military superiority of the United States.

b. The challenge of combating WMD necessitates an integrated and dynamic approach that
leverages activities of three pillars: nonproliferation (NP), counterproliferation (CP), and weapons
of mass destruction consequence management (WMD CM). The success of combating WMD
depends on how effectively combatant commanders apply all three pillars against WMD challenges.
NP policy uses the full range of diplomatic, economic, informational, and military instruments of national
power to prevent the development and proliferation of WMD. While NP is principally applied to
prevent the acquisition or development of WMD by state or non-state actors during the early WMD
development stages, it may also be employed in latter stages. CP applies to those actions taken to
prevent proliferation, stop or roll back current WMD programs, defeat delivery systems, and protect
US interests from the threat of or use of WMD. CP activities are principally applied after adversaries
develop WMD but they can also be applied early on in the WMD development and acquisition stages.
WMD CM measures are taken to protect domestic and foreign public health and safety, restore essential
government services, and provide emergency reliefto governments, businesses, and individuals affected
by the consequences of a WMD incident. WMD CM procedures may be used in the context of
military operations to restore necessary capabilities. WMD CM measures are taken to mitigate the
effects ofa WMD event and to protect US, allied, and coalition forces, domestic and foreign. WMD
CM is principally applied after an adversary uses WMD although WMD CM activities can also be
useful in dissuading and deterring adversaries from developing and/or using WMD. Each WMD scenario
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poses unique challenges and combatant commanders must determine the most effective blend of the
three pillar activities throughout the continuum that are best suited to dissuade countries from developing
WMD, deter use of WMD by countries/non-state actors that have developed a WMD capability and,
ifnecessary, defeat any state or non-state actor that uses or threatens the use of WMD.

2. Non-state Actors

Individuals and/or organizations that seek to acquire, develop, and/or proliferate WMD
pose a grave danger to our national security. WMD in the possession of non-state actors could
potentially kill large numbers of people without warning. The nexus between non-state actors
and WMD constitutes one of Department of Defense’s (DOD’s) top priorities, and proactive
measures must be implemented to prevent them from acquiring and/or developing WMD. The
threat is further complicated by the operations of multinational networks, potentially with the
support of state resources, which proliferate WMD precursors, technologies, and knowledge.
These global proliferation activities employ a combination of secrecy, dispersion, and fiscal
resources that must be located, monitored, and ultimately targeted.

NON-STATE OPERATIONAL CAPABILITIES

The terrorist attacks of 9/11 serve as examples of the global reach some
non-state organizations possess. The ability of al Qaeda to plan, rehearse,
pre-position personnel and equipment, and ultimately execute a string of
coordinated attacks against the US demonstrated an effective operational
capability. Similar operational capabilities could be applied to the use of
WMD against the US and other international targets. The covert operational
capabilities of al Qaeda and other terror organizations pose significant
challenges for our detection and monitoring capabilities. State support —
direct or indirect — provides these non-state actors an additional capability
that is difficult to detect and monitor. In addition, al Qaeda leveraged bin
Laden’s personal fortune to obtain weapons, materiel, and training required
to execute the 9/11 attacks. Additional global funding support came from
surrogates around the globe, often through numerous filters to hide the
origin of the support. Post-9/11 investigations revealed that Islamic charities
based in the US provided fiscal support, both directly and indirectly, to bin
Laden’s efforts. The combination of these capabilities position al Qaeda to
potentially possess the ability to acquire and/or develop and ultimately use
WMD.

SOURCE: VARIOUS SOURCES

3. State Actors

Nation states with active WMD programs possess a wide range of employment capabilities, ranging
from the conventional (e.g., ballistic and cruise missiles) to the unconventional (e.g., improvised nuclear
devices and crop dusters). The challenge lies in assessing the intent and capabilities of the
state’s leadership.

[-2 JP 3-40
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a. Global Employment. The proliferation of missile technology has enabled many states to
acquire delivery systems that can range well outside their immediate regions. Anumber of states have
systems that can strike targets within the US. Long-range WMD delivery systems enable an
adversary to deter US action, deny access to its territory or intermediate staging bases, preempt a
pending operation, and strike US allies to affect US policy, or to simply coerce the US to alter its policy.

b. Regional Employment. The presence of WMD poses a great challenge within a region.
It disrupts US and international efforts to foster stability and curtail proliferation activity. The
perceived imbalance in power can lead to active proliferation among neighboring states
(e.g., Pakistan and India), delivering a severe blow to ongoing NP and CP or other diplomatic
and economic efforts. The nonemployment challenges of states possessing WMD (e.g., presence,
proliferation, and stability disruption) may prove to be the most challenging and dangerous to
US interests.

c. Fiscal Incentives. States and non-state actors may elect to exploit their WMD capabilities
for financial gain. Such activities can range from providing precursors, technology, and/or
knowledge, to actually proliferating WMD. These activities may occur in a multinational network
that poses significant challenges to our detection and monitoring capabilities. Proactive measures,
including detection, monitoring and interdiction, must be applied to prevent such proliferation.

PROLIFERATION VIA FINANCIAL INCENTIVES

The interdiction of the North Korean marine vessel So San in December
2002 provides an example of the application of proactive measures. The
ship’s cargo was 16 surface-to-surface missile systems (SCUDs), destined
for Yemen. While the missiles had no WMD components, the delivery
systems themselves were the target of international proliferation treaties
and agreements. North Korea’s decision to sell its missile (and other military)
technology has long been known to serve as a major source of income for
the cash-strapped Pyongyang regime. In the case of So San, the ship and
its cargo were ultimately released and delivered to its intended recipient.
North Korea netted some $20+ million in the process.

The collapse of the Soviet Union provides another example of the financial
incentives for proliferating WMD. The WMD stockpiles and perceived lack
of accountability procedures, combined with the unemployment or lowered
standard of living for security guards, WMD program employees, scientists,
and engineers, create an environment conducive to the proliferation of
WMD knowledge, technology, and weapons.

SOURCE: VARIOUS SOURCES
4. Adversary Proliferation Continuum

The development and employment of WMD capabilities is a complex, but identifiable process
involving generic activities, which together constitute an adversary’s proliferation process. The
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sustainment and repetition of the proliferation continuum represents stages adversaries may
execute to develop and/or acquire WMD (see Figure I-1). Adversaries may at any point along the
proliferation continuum choose to bypass one of the development steps by acquiring the capability and
therefore accelerate the WMD development process. Proactive actions can be taken at every stage of
the proliferation continuum process to successfully counter the proliferation of WMD. The generic
activities include: decision; infrastructure and expertise development; production; weaponization;
deployment; and employment. A proliferant group or nation requires the will, equipment, technical
knowledge, people, money, and time to successfully develop and sustain this process. This
continuum may be encountered in a non-linear fashion, i.e., an adversary may buy a weapon system
ready for immediate employment and thus bypass stages such as production and weaponization. In
some cases the early stages of acquisition, facility preparation, and production may be concealed within
industrial or agricultural production (so-called dual use materials) or academic institutions making our
intelligence efforts more difficult. Many toxic industrial materials exist worldwide and thus can easily be
used as weapons or cause problems if released accidentally. An adversary could even use information
operations (IO) to open valves or cause other breakdowns in factories or power plants thus creating a
chemical, biological, radiological, and nuclear (CBRN) event without actually possessing such weapons.

5. Integrated Response to Weapons of Mass Destruction

The “National Strategy to Combat Weapons of Mass Destruction” (December 2002) created a
paradigm shift in the strategy against WMD. Prior strategies focused on passive defense and WMD
CM activities, while the new strategy emphasizes offensive activities. This proactive strategy to
combat WMD requires joint force commanders (JFCs) to focus on an integrated approach to disrupt
anadversary’s proliferation continuum.

a. Each pillar (NP, CP,and WMD CM) contains a range of activities that support efforts
to combat WMD. These activities serve as a menu of options that can be employed across the
proliferation continuum. The application of these activities against each state and non-state actor must

PROLIFERATION CONTINUUM

EMPLOYMENT

DEPLOYMENT
WEAPONIZATION

PRODUCTION

P
8
72
8
L
=

DECISION

Figure I-1. Proliferation Continuum
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Operational Environment

be tailored to ensure the most effective response . By preventing the development and employment of
WMD devices, we are simultaneously reducing the chances of having to intercept or absorb and mitigate
such devices. Combatant commands should therefore emphasize those that:

(1) Demonstrate to an adversary the futility of pursuing WMD as a viable threat.
(2) Deter any usage of WMD through a clear and overwhelming response.

(3) Should deterrence fail, detect and neutralize an adversary’s WMD assets before
the weapons reach their targets.

(4) Ensure US military forces retain the initiative and freedom of action in a
contaminated environment.

b. Figure I-2 provides an example of a notional state actor’s nuclear weapons development and
the optimal application of activities ranging across the three pillars. During the early stages of the
process, NP activities are the primary tasks used to dissuade the notional state from developing and/or
acquiring nuclear weapons, whereas CP activities serve as a secondary set of tasks. Nonproliferation
efforts to dissuade the state actor from developing a nuclear weapons program may include surveillance
and tracking of WMD development, enforcement of the Nuclear Non-Proliferation Treaty, conducting
information operations, and providing security assistance to the state actor. Additionally, CPactivities
serve as a set of secondary activities that may be applied during the early development and/or acquisition
stages of the proliferation continuum. CP activities may include identifying and characterizing targets for
offensive operations; demonstrating active and passive defense capabilities; interdicting the supply of
materiel needed to support a nuclear program; conducting preemptive offensive attacks on WMD and
related targets; and enhancing WMD elimination capabilities, so as to be ready to deploy in the event the
state requests assistance dismantling their programs (rollback).

c. Inthis example, CP activities become the primary means to combat WMD when the notional
state actor begins to reprocess the nuclear fuel for developing weapons. NP activities remain a tool for
combatant commanders and they complement the CP activities. For example, offers of security assistance
may extend to neighboring states within a region so they have the means to defend (e.g., active defenses)
themselves. CP activities may include:

(1) Identifying and characterizing targets for off-site attack.

(2) Emplacing and recovering tags, sensors, and monitors.

(3) Intercepting and diverting shipments of WMD and related technologies.
(4) Attacking WMD targets.

(5) Enhancing passive defense capabilities in theater.

(6) WMD elimination.

I-5
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d. Theseactivities may include targeting WMD imports and exports. CP and NP activities should
focus on preventing state actors from further developing their nuclear weapons programs.

e. Inthe event that activities to combat WMD fail and the state actor develops nuclear
weapons, combatant commanders must be prepared to prevent and/or defend against a
potential nuclear attack. The CP activities of active and passive defense should be given
higher priority along with preparations for WMD CM activities. Figure I-3 provides an illustrative
example of the proliferation continuum and the potential combating WMD activities that may be applied.

f. The success of operations to combat WMD requires the coordinated efforts and combined
capabilities of each Service and functional component of the joint force. This is achieved through
planning, education, training, and close coordination with other DOD, federal, state, and local
governments, and applicable nongovernmental organizations. A properly organized, trained, and equipped
force helps to deter an adversary from acquiring and ultimately usinga WMD.

g. Commanders must develop programs to combat WMD that integrate all of the DOD
security cooperation activities (multinational exercises, security assistance, multinational training,
multinational education, multinational experimentation, defense and military contacts, foreign humanitarian
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Figure I-3. Response to Proliferation Continuum




Chapter I

assistance, and Office of the Secretary of Defense-managed threat reduction measures) to deter, defeat,
and respond to the WMD threats in their respective areas of responsibility (AORs).

6. Enablers for Combating Weapons of Mass Destruction

a. In addition to the three fundamental pillars, a successful strategy requires the
employment of key enablers. Key enablers serve to integrate and balance the components. As
the commander’s tools, the key enablers support planning and decision making when considering
available operational options to combat WMD. The key enablers for successful operations to
combat WMD are: command, control, intelligence, surveillance, and reconnaissance; 10;
interoperability; readiness; mobility; and sustainment. The application of these key enablers
integrates the core capabilities into coordinated, synchronized activities and operations, which represent
battle management of combating WMD.

b. The United States must deter the acquisition and potential use of WMD through an aggressive
and proactive program to combat WMD that addresses every stage of the proliferation continuum (see
Figure I-4). The United States confronts the threat of WMD through the mutually reinforcing and
interdependent actions across all three pillars: NP, CP, and WMD CM. The US response must
integrate all of the capabilities of the NP, CP, and WMD CM framework and demonstrate that US
military forces and civilian governments are fully capable, organized, trained, and equipped to deny,
destroy, or respond to, and mitigate the effects of, WMD proliferation and use.

Diplomatic, Informational, Military, and Economic Means

NONPROLIFERATION COUNTER- WEAPONS OF MASS
(NP) PROLIFERATION (CP) DESTRUCTION

. Detect & Monitor CONSEQUENCE
Detect & Monitor MANAGEMENT (WMD CM)
Conduct NP Operations
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Prepare to Conduct CP
Ops
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Decontaminate

The United States confronts the threat of weapons of mass destruction and
the means of delivery through the mutually reinforcing approaches of NP,
CP, and WMD CM.

Figure I-4. United States Government Response to Proliferation
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CHAPTER II
NONPROLIFERATION

“To maintain peace, to protect our citizens and our own allies and friends, we
must seek security based on more than the grim premise that we can destroy
those who seek to destroy us. This is an important opportunity for the world to re-
think the unthinkable, and find ways to keep the peace. Today’s world requires a
new policy, a broad strategy of active nonproliferation, counterproliferation, and
defenses. We must work together with other like-minded nations to deny weapons
of terror from those seeking to acquire them. We must work with allies and friends
who wish to join us to defend against the harm they can inflict. And together we
must deter anyone who would contemplate their use...”

President George W. Bush
National Defense University, Fort Lesley J. McNair,
Washington, DC, May 2001

1. General

NP efforts consist of the use of the full range of diplomatic, economic, informational,
and military instruments of national power to prevent or limit the acquisition or
development of WMD capabilities. The success of these efforts lessens the threat to civilian
populations and the challenges that US forces might face when conducting joint CP efforts.

a. NP Definition. Those actions (e.g., diplomacy, arms control, multilateral agreements, threat
reduction assistance, and export controls) taken to prevent the proliferation of WMD by dissuading or
impeding access to, or distribution of, sensitive technologies, material, and expertise.

b. NP Range of Activities. NP efforts must dissuade or impede the proliferation of WMD,
as well as slow and make more costly access to sensitive technologies, material, and expertise.
Activities shall include providing inspection, monitoring, verification, and enforcement support
for NP treaties and WMD control regimes; supporting cooperative threat reduction and export
control activities; participating in research activities domestically; conducting military-to-military
exchanges; assisting in the identification of potential proliferants before they decide to acquire
or expand their WMD capabilities; and, if so directed by the President, planning and conducting
denial operations.

2. Framework Tasks
a. NP Pillar. The NP pillar consists of three tasks:
(1) Detect and monitor acquisition and development of WMD.
(2) Conduct NP operations.
(3) Conduct security cooperation.

b. The tasks and subtasks of the NP pillar (Figure II-1) and definitions follow.
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(1) Detect and Monitor Acquisition and Development. Locate, characterize, and
track efforts to develop or otherwise acquire WMD in order to identify and exploit proliferation
actors’ vulnerabilities to deterrence and interdiction, and to support treaty obligations.

(a) Conduct Surveillance and Tracking of Suspected WMD Threats. Maintain
comprehensive and continual intelligence collection on indicators of adversary intentions to
develop or acquire WMD. Conduct observation of potential WMD production facilities, materials,
precursors, and scientific expertise.

(b) Emplace and Recover Tags, Sensors, and Monitors in Support of NP.
Emplace and recover electronic intelligence-gathering devices to monitor WMD development, acquisition,
and movement in an effort to anticipate adversary intentions.

(2) Conduct NP Operations. Use all aspects of military engagement within and
across all AORs to deter the proliferation of WMD. Specifically, operations and activities
should improve US joint and multinational mission accomplishment capabilities and present
a unified front to deter the development or acquisition of WMD. Missions must outline the

Detect and Monitor .
Acquisition and Conduct NP Operations Security Cooperation

Development

|
Conduct Surveillance and Maintain E dP Conduct
Tracking of Suspected aintain Forward Presence Military-to-Military

WMD Threats Engagement

1 1 1

Emplace and Recover
Tags, Sensors, and
Monitors in Support of NP

Conduct Joint and Provide Security
Multinational Exercises Assistance

Conduct Information Support United States
Operations Government NP Efforts

|
WMD - weapons of mass
destruction Conduct WMD-
Related Training

Figure lI-1. Nonproliferation Tasks

[1-2 JP 3-40



Nonproliferation

United States Government (USG) position emphasizing the negative consequences of the acquisition or
use of WMD.

(a) Maintain Forward Presence. Maintain forces stationed in the AOR to support
ongoing operations, enhance our ability to respond rapidly and effectively to crises, and provide
a visible reminder of US military capabilities. Forces will participate in normal operations such
as maritime intercept operations, advising militaries of friendly nations, and maintaining or
preparing for emplacement of pre-positioned equipment within each AOR.

(b) Conduct Joint and Multinational Exercises. Demonstrate USG resolve
and commitment to the defense of regional friends by deploying forces to the region for bilateral
and multilateral training. Provide near-continuous presence throughout the AOR. Improve
the capabilities of US forces and those of allies and coalition partners in defense against WMD
attack, operating in a CBRN-contaminated environment, and responding to the use of WMD.
Improve the capabilities of US forces and those of our allies for potential missions against
known WMD production, storage, and command and control (C2) facilities. Demonstrate US
ability to conduct operations across the full spectrum of WMD interdiction activities to include
monitoring and intercepting of WMD and related materiel shipments. Demonstrate US ability
to respond to the use of WMD with overwhelming force to include the ability of US forces to
conduct timely and accurate strikes.

(c) Conduct Information Operations. Employ all aspects of 10 to detect,
monitor, disable, discourage, and deny regional proliferation or use of WMD. A focus on military
and political contacts within the AOR will reinforce the USG position that the benefits to forgo
developing, acquiring, or using WMD far outweigh the costs. 10 should include, but not be
limited to, a summation of USG WMD policy, information concerning the JFC’s ability to
defend against the effects of WMD, information concerning US response capability, and the
willingness of the USG to mount a massive, overwhelming response if WMD are used.

(d) Conduct WMD-Related Training. Plan and implement tailored training
programs and initiatives consistent with the regional threat. Specific training may include training
theater air missile defense units of regional friends; WMD targeting; interdiction operations;
individual and collective protection; WMD CM training; and decontamination.

(3) Security Cooperation. Apply all aspects of military engagement within each
AOR to dissuade the proliferation of WMD. Maintain and enhance continuous bilateral and
multilateral efforts to improve diplomatic and military relations. All activities must highlight
the USG position of combating WMD by stressing the negative consequences resulting from
the use of WMD and emphasizing the positive ramifications of foregoing such pursuits. The
USG and JFCs must stress the positive impact of cooperation with the USG position of combating
WMD.

(a) Conduct Military-to-Military Engagement. Conduct coordinated activities
with ongoing Department of State NP efforts to present a unified US position.
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(b) Provide Security Assistance. Implement programs and initiatives consistent with
the regional threats that provide conventional military assistance and intelligence sharing to enhance
regional stability, and secure internationally recognized borders and national sovereignty, and reduce the
will of a nation to develop asymmetric capabilities. Commanders should coordinate with HNs, military,
civil,and medical planners to conduct operations in the event of a WMD attack. Exercise plans should
be developed to include HN CM response capabilities for aerial ports of debarkation and seaports of
debarkation.

(c) Support USG NP Efforts. Provide military assistance to USG informational,
diplomatic, and economic measures to prevent the development, acquisition, or transfer of WMD.
Combatant commanders, as part of the engagement mission, should consider a mix of enhanced
foreign military interaction and modernization activities that support the conduct of continual
deterrence. Assure and demonstrate to allies and adversaries the US steadfastness of purpose,
national resolve, and military capability to combat WMD. In general, defense combat support
agencies and combatant commanders provide direct military support to these efforts with the
Services acting as force providers. Specifically, military support consists of four efforts: military
support to multilateral regimes; nonproliferation and threat reduction cooperation operations;
military support for controlling CBRN materials; and reinforcement of US export controls. Details for
each of the efforts and their subefforts are:

1. Military Support to Multilateral Regimes. When directed, provide
trained and experienced personnel to combatant commanders and combat support agencies that
enable them to efficiently support multilateral regimes through inspection, escort, and information
collection missions.

a. Conduct treaty inspection, inspection support, and escort missions.

b. Provide timely and accurate information gathered from and in support
of inspection and escort missions.

2. Nonproliferation and Threat Reduction Cooperation Operations.
Enable DOD components to effectively and efficiently reduce or reverse WMD programs and
assist in shifting resources previously used for WMD programs into non-WMD programs.
a. Support cooperative demilitarization operations.

b. Support WMD audit and examination missions.

c. Conduct civil affairs missions focused on redirecting WMD resources
to non-WMD missions.

d. Support border as well as aerial and maritime port inspections of
cargo entering and exiting designated areas.
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3. Military Support for Controlling Nuclear, Biological, and Chemical
Materials. Enable DOD elements that own these materials to develop and maintain state of the
art controls. Assist security partners with related security technology.

a. Secure materials in DOD possession.
b. Assist security partners in their material security efforts.
¢. Account for material.

4. Reinforcement of US Export Controls. Enable DOD to provide
assistance to other government agencies to effectively enforce US export controls.

a. Conduct export control surveillance missions.

b. Support national intelligence efforts by providing information
regarding proliferant country import profiles.

3. Planning Considerations
a. Specific USG NP activities include:

(1) Arms Control and NP Treaties. Arms control and NP treaties and regimes establish
global norms against the proliferation of WMD precursors, weapons, their means of delivery,
and weapons manufacturing equipment. Treaties such as the Nuclear Non-proliferation Treaty
and Chemical Weapons Convention provide international standards to gauge and address
the activities of potential proliferators. International treaties may also provide diplomatic
tools and legal recourse to isolate and punish violators.

(2) Security Assistance. Through the US State Department’s Security Assistance
Program, the United States actively engages in ongoing dialogue with states around the
world to dissuade them from acquiring WMD. The United States also provides assistance
with the elimination of existing WMD, and export/import and border control procedures and
capabilities. For example, the Cooperative Threat Reduction program provides for the destruction
and elimination of nuclear, chemical, and other WMD weapons in the former Soviet Union.
Through formal security assistance activities, the US military can help potential coalition partners
develop the ability to cope with a WMD attack as well as to reduce their vulnerability to armed
aggression.

(3) Technology Security. Protecting sensitive technologies includes guarding US
technology through physical security and export controls, as well as assisting other countries
to monitor and control sensitive technologies and equipment. Export control regimes such
as the Zangger Committee and Nuclear Suppliers Group (for nuclear materials), the Missile
Technology Control Regime (for ballistic and cruise missiles), the Wassenaar Arrangement (for dual-use
materials), and the Australia Group (for biological and chemical weapons materials and equipment) also
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work to inhibit the proliferation of WMD technologies and deny access to potential suppliers. Protecting
sensitive technologies also includes guarding US technological information through information security
programs and limits on foreign disclosure, to ensure military compliance with Federal legislation and
regulations implementing the export control regime.

b. Flexible Deterrent Options. The Department of Defense supports USG NP efforts and
preventive diplomacy by providing flexible deterrent options (FDOs) that can be readily
implemented to deter or forestall a crisis. The use of FDOs is consistent with US national
security strategy, i.e., the instruments of national power are normally used in combination with
one another. They can be used individually, in packages, sequentially, or concurrently. FDOs
are primarily designed to be used in groups that maximize integrated results from all the political,
informational, economic, and military instruments of national power. As such, it is imperative
that extensive, continuous coordination occurs with interagency and multinational partners in
order to maximize the impact of FDOs. Examples of FDOs that involve the military instrument
of national power include:

(1) Provide monitoring, inspections, verification, and enforcement support for NP
treaties, WMD control protocols, and export control activities.

(2) Help identify potential proliferators before they acquire or expand their WMD
capabilities.

(3) Monitor, track, search, and seize suspect cargo.
(4) Establish and maintain military-to-military contacts.

(5) Conduct intelligence and information-gathering activities and share information
when authorized.

(6) Forward deploy military forces to support preventive diplomacy by demonstrating
the readiness and resolve to defend US interests and maintain regional security and stability.
Moreover, such a presence deters proliferation by reducing the incentive for a country to acquire
WMD capabilities.

(7) Support humanitarian relief operations in areas where recent conflict might foster
anon-state adversary’s ambition to acquire or use WMD, thereby indirectly removing the incentive
to engage in proliferation activities.
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OPERATIONAL EXAMPLE: EXPORT CONTROL

Summary. The German government intercepted approximately 30 tons of
sodium cyanide in May 2003. The sodium cyanide, which can be used to
make chemical warfare agents, was bound for North Korea.

Narrative. Sodium cyanide is a “dual use” industrial chemical. It is a
common industrial chemical used to extract gold and silver from ores, as a
fumigant, and in manufacturing certain dyes and pigments, but it is also a
precursor used in the production of “G” series nerve agents. Its dual-use
character requires an exporter to know the product’s true destination and
end-use before an informed decision can be made about export licensing.
A chemical production firm believed it was selling a shipment of sodium
cyanide to a legitimate company in Singapore when in fact the shipment
was to be diverted to Pyongyang.

Conclusion. Export-control regimes, such as the Australia Group, the Missile
Technology Control Regime, the Nuclear Suppliers Group, and the
Wassenaar Arrangement, all require careful attention to “dual use” exports.
What may be a legitimate export to a legitimate user in one case could be a
dangerous shipment to a weapons of mass destruction manufacturer in
another case.

SOURCE: VARIOUS SOURCES
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CHAPTER III
COUNTERPROLIFERATION

“We must reach a consensus in this country that our response should go beyond
passive defense to consider means of active prevention, pre-emption and
retaliation. Our goal must be to prevent and deter future terrorist acts, and
experience has taught us over the years that one of the best deterrents to terrorism
is the certainty that swift and sure measures will be taken against those who
engage in it. We should take steps toward carrying out such measures.”

Secretary of State George Shultz,
25 Oct 1984

1. General

CP efforts are focused on both state and/or non-state actors who possess active WMD
programs. The full range of military activities will be used to support CP efforts in order to
deter, identify, deny, and counter adversary development, acquisition, possession, proliferation,
and use of WMD.

a. CPDefinition. Those actions (e.g., detect and monitor, prepare to conduct CP operations,
offensive operations, WMD active defense, and passive defense) taken to defeat the threat and/or use
of WMD against the United States, our military forces, friends, and allies.

b. CPRange of Activities. The full range of operational capabilities will be required to counter
the threat and use of WMD by states and non-state actors against the United States, our military forces,
and friends and allies. The objective of CP operations is to deter, interdict, attack, and defend against
the full range of possible WMD acquisition, development, and employment scenarios. CP mustbe fully
integrated into the basic doctrine, training, and equipping of all forces with the objective of ensuring
sustained operations to decisively defeat WMD armed adversaries. CP operations are intended to
reduce the WMD threat and require a balanced and integrated concept of operations to defeat hostile
WMD threats (see Figure I11-1).

2. Framework Tasks

Joint force CP operations require the synergistic execution of five tasks: detect and monitor,
prepare to conduct CP operations, conduct offensive operations, WMD active defense, and
WMD passive defense. The tasks and subtasks of the CP pillar are discussed below.

a. Detect and Monitor. Locate, characterize, and track indicators and incidents of actual
proliferation, employment and/or use of WMD. In support of the Detect and Monitor task, joint
force operations should accomplish the following subtasks.

(1) Conduct Surveillance and Tracking for WMD Active Defense Operations.
Maintain comprehensive and continual intelligence to determine adversary intentions to use and
actual employment of WMD. Indications of inbound WMD threats are time sensitive and will be used
to intercept and/or destroy the threat.
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